BUSINESS INTELLIGENCE
FOR IT OPERATIONS

ASAN -
ENABLER FOR
COMPLIANCE * .~

The NIS2 Directive (Directive (EU) 2022/2555 on measures for a high common level of cybersecurity across the
Union) significantly strengthens the EU’s cybersecurity framework. It expands the scope to cover more essential and
important entities across critical sectors, introduces more stringent supervisory measures, and enhances enforcement
requirements. The directive focuses on risk management measures, incident reporting obligations, and governance
frameworks for cybersecurity. BiitOps’ DataLake and functionality actively support core requirements outlined

in Articles 21 (Risk Management Measures) and 23 (Reporting Obligations), making it a significant enabler for
organizations classified as essential or important entities under NIS2.



ARTICLE 21: RISK MANAGEMENT MEASURES

Under NIS2 Article 21, entities must implement appropriate and
proportionate technical, operational, and organizational measures to
manage cybersecurity risks. BiitOps supports several key requirements:

Article 21(2)(a):
Risk Analysis and Information System
Security Policies

Automatic and continuous collection of asset
information for comprehensive risk analysis

Centralized “Single Point of Trust” for all asset
data

Precise tracking through dual timestamp
technology for reliable risk assessment

Detailed documentation of hardware, software,
and configurations

Historical documentation of changes in the asset
landscape

Article 21(2)(d):
Network and System Security,
Configuration, and Management

Continuous validation of system configurations
against security baselines

Desired State dashboards to identify deviations
from security policies

Detailed documentation of configuration changes
Historical tracking of system changes

Supports implementation and validation of
security measures

Article 21(2)(g):
Supply Chain Security Assessment

Validates implemented security configurations in
service provider environments

Documents system updates and patch levels

Enables quality assurance of service providers’
security measures

Provides transparency in supply chain
relationships through objective data

Supports due diligence requirements for third-
party service providers

Phone: +45 7199 2645
sales@biitops.com
www.biitops.com

=
7
N
0
=
S
v
=
>
2
O
m




ARTICLE 21: INCIDENT HANDLING CAPABILITIES

NIS2 requires robust incident handling mechanisms with specific response capabilities:

Article 21(2)(b): Incident Handling and Business Continuity

Quick access to historical data during significant incidents

Enables precise mapping of changes over time for incident analysis
Supports root cause analysis through detailed change history
Documents incident timeline through dual timestamp technology
Facilitates post-incident reviews and lessons learned

Article 21(2)(j): Business Continuity and Crisis Management

Maintains complete documentation of critical system configurations

Provides reference data for business continuity and disaster recovery
procedures

Supports verification of restored systems after incidents
Enables comparison between pre-incident and post-recovery states
Contributes to testing of business continuity plans

ARTICLE 23: REPORTING OBLIGATIONS

NIS2 Article 23 imposes strict incident notification requirements, with initial notifications
required within 24 hours and detailed reports within 72 hours:

Article 23(2): Early Warning and Detailed Reporting

Comprehensive historical record of system states and changes for rapid
incident assessment

Dual timestamp technology ensures precise timeline documentation

Supports detailed incident reporting with reliable evidence for competent
authorities

Enables efficient documentation for initial notifications and follow-up reports
Facilitates analysis of incident impact and cross-border implications

Article 23(4): Supporting Documentation

Provides detailed evidence for competent authorities and CSIRTs
Offers historical tracking of security measures and their implementation
Documents configuration states before and during incidents

Supports demonstration of continuous compliance with Article 21
requirements
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BUSINESS BENEFITS
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1. Enhanced NIS2 Compliance 2. Improved Risk Management 3. Streamlined Incident Management

e Automated data collection reduces manual e Proactive identification of security vulnerabilities e Reduced time to identify and analyze incidents
compliance effort »  Data-driven prioritization of security measures «  Comprehensive evidence for incident reporting

*  Reliable documentation through dual timestamp +  Better foundation for security investments « Improved stakeholder communication during
technology +  Enhanced visibility into third-party risks incidents

- Efficient reporting to competent authorities «  Efficient post-incident analysis capabilities

e Supports ongoing compliance validation

4. Optimized Supply Chain Security 5. Reduced Compliance Burden

«  Validation of service providers’ security e Automation of compliance-related tasks
configurations »  Centralized data collection and reporting

+  Objective data on third-party security measures . Simplified audit preparation

. Mthitoring of security updates across the supply «  More efficient allocation of security resources
chain

« Improved oversight of critical service providers
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ADDITIONAL NIS2 REQUIREMENTS SUPPORTED

Article 21(2): Key Technical Measures

Article 21(2)(c) - Security of acquisitions, development and
maintenance:
Tracking changes and configurations throughout system lifecycle

Article 21(2)(e) - Access control policies and measures:
Documentation of access rights and privileged accounts

Article 21(2)(f) - Basic cyber hygiene practices:
Verification of security baselines across systems

Article 20: Governance Framework

Article 20(1) - Management body approval:

Evidence-based documentation for leadership oversight

Article 20(2) - Regular policy reviews:
Historical tracking of policy implementation and effectiveness

Article 21(2)(h) - Security-related training:
Data to support training needs assessment

Article 21(2)(i) - Policies and procedures for vulnerability
assessment:
Data-driven vulnerability management support

Article 20(3) - Cybersecurity training for management:
Insight into security posture for informed leadership training

Article 20(4) - Accountability for compliance:
Objective data to support compliance responsibilities
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CONCLUSION

BiitOps offers a robust platform that actively supports organizations’ compliance with the NIS2
Directive. Through automated data collection, secure storage, and comprehensive reporting
capabilities, BiitOps provides essential and important entities with necessary tools to implement
and demonstrate compliance with the technical and organizational measures required under
Articles 20, 21, and 23.

The unique dual timestamp technology and centralized data storage ensure not just compliance
documentation, but also enable organizations to work proactively with their security posture. This
is particularly valuable given NIS2’s significantly increased penalties (up to €10 million or 2% of
global annual turnover) and the personal liability for management bodies.

BiitOps’ automated approach significantly reduces manual effort while increasing the reliability
of compliance-related data, which is essential for meeting NIS2’s 24-hour initial notification and
72-hour detailed reporting requirements. The solution provides objective evidence of implemented

security measures, supporting both routine supervisory activities and responses to competent
authority requests.

By leveraging BiitOps, organizations classified as essential or important entities under NIS2 can
transform their approach to compliance from a reactive, resource-intensive burden into a proactive,
efficient framework that enhances overall security posture while minimizing operational overhead.
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