BIITOPS
CIS CONTROLS

CIS Controls (Center for Internet Security Controls) is a prioritized set of 18
security controls that provide organizations with a practical and effective
framework to improve their cybersecurity posture. BiitOps’ DataLake

and functionality actively support several of these controls, making it a
valuable enabler for organizations seeking to implement or maintain CIS
Controls compliance.

BUSINESS INTELLIGENCE
FOR IT OPERATIONS



Inventory and Control of Enterprise Assets
(CIs1)
BiitOps actively supports this control through:

Automatic and continuous collection of asset
information

Centralized “Single Point of Trust” for all asset
data

Precise tracking through dual timestamp
technology

Detailed overview of both physical and virtual
assets

Historical documentation of changes in the asset

landscape

Inventory and Control of Software Assets
(CIS 2)

Automatic registration of installed software
Tracking of software versions and updates
Identification of unauthorized software
Historical overview of software changes
Supports software license management

Data Protection

(CIS 3)

«  End-to-end encryption of all collected data .

«  Encryption of BiitOps data directly on client/ .
server .

e Collected data remains encrypted during .

transmission and storage

Decryption occurs only during API requests and
exclusively in memory

Secure Configuration of
Enterprise Assets and Software
(CIs 4)

Continuous validation of system configurations
Desired State dashboards to identify deviations
Detailed documentation of configuration changes
Historical tracking of configuration changes
Supports implementation of security policies

Account Management
(CIS 5)

Tracks user rights and privileged accounts
Documents group memberships and their changes
Monitors local administrator rights

Historical tracking of changes in account rights
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Access Control Management

(CIS 6)

« Documentation of access rights

«  Tracking of changes in access control

«  Overview of privileged accounts

«  Validation of implemented access controls

Continuous Vulnerability Management
(CIS 7)

e Identifies systems with missing security updates

e Tracks implementation of security updates

« Documents patch levels across the infrastructure

Audit Log Management
(CIS 8)
«  Maintains complete history of system changes

¢ Dual timestamp technology ensures precise time
tracking

e Supports compliance audit and reporting
«  Enables detailed forensic analysis

Service Provider Management
(CIS 15)

e Validates implemented security configurations in
outsourced environments

e Documents system updates and patch levels

e Enables quality assurance of service providers’
work with security configurations

e Provides transparency in outsourcing
relationships through objective data
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BUSINESS BENEFITS

1. Automated Compliance

* Reduces manual data collection
e Minimizes risk of human error

« Streamlines audit processes

2. Enhanced Security Management

e Proactive identification of configuration
deviations

e Rapid detection of changes
e Supports security-based decisions

3. Optimized Resource Utilization

Reduces time spent on manual processes
Automates routine tasks
Frees resources for strategic initiatives

4. Provider Management

Validation of service providers’ implemented
configurations

Historical documentation of system changes
in outsourced environments

Comparison of configurations across
different service providers

Verification of patch levels and security
updates in outsourced environments

CONCLUSION

BiitOps offers a comprehensive platform that
actively supports organizations’ work with CIS
Controls compliance. Through automated data
collection, secure storage, and comprehensive
reporting capabilities, BiitOps provides organizations
with the necessary tools to implement and maintain
CIS Controls.

BiitOps is particularly strong in asset management,
configuration management, and change history
tracking, making the platform a valuable enabler
for organizations working with CIS Controls. The
automated approach significantly reduces manual
effort while increasing the reliability of compliance-
related data.
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